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Worksheet   		HILL CIPHER
Example:	Encode the message CALCULUS with the matrix 
a) Convert letters into numbers




b) Multiply by A






c) Convert into letters: EGUPDAWC
To decode 
1) Convert letters into numbers
2) use A-1 to multiply:=






3) Convert numbers into letters and read out the message:







Problems:

1.  In the example of coding the work CALCULUS, the letters L encode to different letters in cipher. Explain, why did this happen? 
2. If one wants to encode a word with odd number of letter, typically just add any letter in the end. Are there any restrictions?
(Hint: Decode the word: EGHL)
3. Write a short message (approximately 6-10 letter) and encode it using the matrix 
4. Switch with your classmate and decode her/his message.
5. What happens if you encode with the matrix?
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original plaintext. One such example of an encryption scheme that utilizes more advanced mathematics,
as well as encryption and decryption keys is a cipher from 1929 called the Hill cipher. The Hill cipher
based on linear algebra and overcomes the frequency distribution problem of the Caesar cipher that
‘was previously discussed. The rest of this paper will be devoted to an explanation of the Hill cipher, its
shortcomings, and one way to secure the cipher further.

For both encryption and decryption, the Hill cipher assigns numerical values to each letter of an
alphabet. Throughout this paper, we will use the standard 26 character English alphabet and define the
following associations between letters in our alphabet and numbers.
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‘The computation used in the Hill cipher is based on linear algebra techniques. Before explaining the
encryption and decryption procedures, portant to recognize that the above alphabet is a linear
space. Note the following (Hill 306-307):

1. The alphabet has a zero element. In this case, the zero element is “A.” The numerical value of
any letter a + A=, just as any number added to 0 equals itself.

2. The alphabet is closed under modulo addition. The addition operator “+” is defined as modulo
‘addition for use within this alphabet such that for the numerical values of two letters a and B, a
+B =y where s the remainder from dividing the sum of @ and B by the size of the alphabet (26
in our case).

3. The alphabet is closed under modulo scalar mul
use within this alphabet such that for all nume
is the remainder of the product of a'and B di

lication. Scalar multiplication is defined for
ical values of two letters a and B, aB =y where y
led by the size of the alphabet.

Encryption with the Hill Cipher:

Encrypting text using the
(where nis an integer), w
any invertible nxn matrix. The encryption matrix must be inver





